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Section 1: Introduction
Risk management forms a critical part of any entity’s strategic management. It is the process
whereby an entity both methodically and intuitively addresses the risk attached to their activities with
the goal of achieving sustained benefit within each activity and across a portfolio of activities. Risk
management is therefore recognised as an integral part of sound organisational management and is
being promoted internationally and in South Africa as good business practice applicable to the
public and private sectors.
The underlying premise of risk management is that every entity exists to provide value for its
stakeholders. All entities face uncertainty and the challenge for management is to determine how
much uncertainty to accept as it strives to grow stakeholder value. Uncertainty presents both risk
and opportunity, with the potential to erode or enhance value.
Risk management enables management to effectively deal with uncertainty and associated risk and
opportunity, enhancing the capacity to build value. Value is maximised when management sets
strategy and objectives to strike an optimal balance between growth and return goals and related
risks, and efficiently and effectively deploys resources in pursuit of the entity’s objectives. The
framework provides a basis for management to effectively deal with uncertainty of associated risk
and opportunity, thereby enhancing its capacity to build value.
The following factors require consideration when integrating risk management into organisational
decision making structures:
 Aligning risk management with objectives at all levels of the organisation;
 Introducing risk management components into existing strategic planning and operational
practices;
 Including risk management as part of employees’ performance appraisals; and
 Continuously improving control and accountability systems and processes to take into
account risk management and its results.
The framework specifically addresses the structures, processes and standards implemented to
manage risks in a consistent manner.
The standards further address the specific responsibilities and accountabilities for the risk
management process and the reporting of risks and incidences at various levels within the
municipality. As the field of risk management is dynamic, this policy and framework document is
expected to change from time to time.
Current trends in good corporate governance have given special prominence to the process of risk
management and reputable businesses are required to demonstrate that they comply with expected
risk management standards. This means that the municipality must ensure that the process of risk
management receives special attention throughout the organisation and that all levels of
management know, understand and comply with the framework document.
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Section 2: Definitions
Risk
The uncertainty of an event occurring that could have an impact on the achievement of objectives.
Risk is measured in terms of consequences and likelihood.
Risk Management
Risk management is a continuous, proactive and systematic process, effected by thecouncil, senior
management and other officials, applied in strategy setting and across the organisation, designed to
identify potential events that may affect the municipality, and manage risk to be within its risk
appetite, to provide reasonable assurance regarding the achievement of entity’s objectives.
The definition reflects certain fundamental concepts. Risk management should be:
 a continuous processflowing through the municipality
 driven by officials at every level of the municipality
 applied in strategy setting
 applied across the organisation, at every level and unit, and includes taking a group level
portfolio view of risk
 designed to identify potential events that, if they occur, will affect the municipality and to
manage risk within the municipality’s risk appetite
 able to provide reasonable assurance to management and the audit and risk Committee
 designedto achieve objectives in one or more separate, but overlapping categories.
Accounting officer
The Municipal Manager of the Ventersdorp Local Municipality
Audit Committee
An independent committee constituted to review the control, governance and risk management
withinthe institution, established in terms of section 166 of the MFMA.
Risk Officer
Head of therisk management unit.
Executive Authority
The Municipal Council, led by the Mayor.
Framework
The risk management framework.
Inherent Risk
The exposure arising from risk factors in the absence of deliberate management intervention(s)
toexercise control over such risk factors.
Internal Audit
An independent, objective assurance and consulting activity designed to add value andimprove the
municipality’s operations. It helps the municipality to accomplish its objectives by bringing a
systematic, disciplinedapproach to evaluating and improving the effectiveness of risk management,
control, and governanceprocesses.
MFMA
Municipal Finance Management Act (No. 56 of 2003).
Residual Risk
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The remaining risk exposure after the mitigating effects of deliberate management intervention(s)
tocontrol such risk exposure.
Risk Appetite
The extent of willingness to take risks in the pursuit of the business objectives.
Risk Champion
A person who by virtue of his/her expertise or authority champions a particular aspect of the
riskmanagement process, but who is not necessarily the risk owner.
Risk Factor
Any threat or event which contributes to the risk materialising, or has the potential to contribute to
therisk materialising.
Risk Management Committee
Role fulfilled by the senior management team.
The committee responsible for designing, implementing and monitoring the process of
riskmanagement and integrating it into the day-to-day activities of the municipality.
Risk Management Unit
A business unit responsible for coordinating and supporting the overall institutional risk
management processes, but which does not assume the responsibilities of identifying, assessing
andmanaging the risks.
Risk Owner
The person accountable for managing a particular risk.
Risk Tolerance
The level of risk exposure the municipality is willing to bear.
Purpose of the Risk Management Framework
The purpose of the Risk Management Framework is to:
 advance the development and implementation of modern management practices and to
supportinnovation throughout the municipality;
 contribute to building a risk-smart workforce and environment that allows for innovation
andresponsible risk-taking while ensuring legitimate precautions are taken to protect the
publicinterest, maintain public trust, and ensure due diligence;
 provide a comprehensive approach to better integrate risk management into strategic
decisionmaking;and
 provide guidance to the council, municipal manager, senior management and staff
whenoverseeing or implementing the development of processes, systems and techniques for
managingrisk, which are appropriate to the context of the municipality
Benefits of the Risk Management Framework
The benefits of the Risk Management Framework are as follows:
 Aligning risk appetite and strategy – Management will consider their risk appetite
inevaluating strategic alternatives, setting related objectives, and developing mechanisms
tomanage related risks.
 Pursuing business objectives through transparent identification and management
ofacceptable risk – There is a direct relationship between objectives, which are what an
entitystrives to achieve and the risk management components, which represent what
isneeded to achieve the objectives.
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Providing an ability to prioritise the risk management activity – Risk quantification
techniquesassist management in prioritising risks to ensure that resources and capital are
focussed on highpriority risks faced by the entity.
Enhancing risk response decisions – Risk Management provides the basis fortreat,
orterminate.
Reducing operational surprises and losses – The municipality will gain enhanced
capability to identifypotential events and establish responses, reducing surprises and
associated costs or losses.
Identifying and managing multiple risks –The municipality faces a myriad of risksaffecting
different areas of its business activities and risk management facilitates aneffective response
to the interrelated impacts, and integrated responses to the multiple risks.
Seizing opportunities - By considering a full range of potential events, management will
bein a position to identify and proactively realise opportunities.
Improving deployment of capital - Obtaining robust risk information allows management
toeffectively assess overall capital needs and enhance capital allocation.
Ensuring compliance with laws and regulations – Risk Management helps toensure
effective reporting and compliance with laws and regulations, and helps to avoid damage to
the municipality’s reputation and associated consequences.
Increasing probability of achieving objectives – Risk Management assistsmanagement
in achieving the municipality’s objectives and prevents loss of resources. Controls and
riskinterventions will be chosen on the basis that they increase the likelihood that the
municipality will fulfil itsundertakings to stakeholders.

Section 3: Legal mandate
MFMA
Section 62.(1)(a) of the MFMA states that “The accounting officer of a municipality is responsible
formanaging the financial administration of the municipality, and must for this purpose take all
reasonablesteps to ensure that the municipality has and maintains effective, efficient and
transparent systems offinancial and risk management and internal control...”
Treasury Regulations
Section 3.2.1 of the Treasury Regulations states that the “The accounting officer must ensure that a
risk assessment is conducted regularly so as to identifyemerging risks of the municipality. A risk
management strategy, which must include a fraud preventionplan, must be used to direct the
internal audit effort and priority …”
Corporate Governance Principles
The following recommendations are made in Section 3 of the King III Report on Governance
Principlesfor South Africa:
 The audit committee is responsible for the total process of risk management, as well
asforming its own opinion on the effectiveness of the process.
 The audit and risk committee should consider the risk strategy and policy, and should
monitorthe process at operational level and the reporting thereon. The audit committee
shouldalso consider the results of the risk management and internal control processes and
the disclosurethereof.
 Management is accountable to the audit committee for designing, implementing
andmonitoring the process of risk management and integrating it into the day-to-day
activities of theinstitution
 Risk management constitutes an inherent operational function and responsibility · Risks
should be assessed on an on-going basis and control activities should be designed
torespond to risks throughout the institution
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Pertinent information arising from the risk assessment,and relating to control activities
should be identified, captured and communicated in a form andtimeframe that enables
employees to carry out their responsibilities properly. These controlsshould be monitored by
both line management and assurance providers.
 A systematic, documented assessment of the processes and outcomes surrounding key
risksshould be undertaken at least annually.
 The institution should develop a system of risk management and internal control that builds
robustbusiness operations. The systems should demonstrate that the key risks are being
managed in away that enhances relevant stakeholders’ interests. The system
shouldincorporate mechanisms to deliver:
i.
a demonstrable system of dynamic risk identification;
ii.
a commitment by management to the process;
iii.
a demonstrable system of risk mitigation activities;
iv.
a system of documented risk communications;
v.
a system of documenting the costs of non-compliance and losses;
vi.
a documented system of internal control and risk management;
vii.
an alignment of assurance of efforts to the risk profile; and
viii.
a register of key risks that could affect relevant stakeholders’interests.
Section 4: Risk Management Standards
The standards constitute the main tasks of the risk management process. These standards are nonnegotiable.
4.1 Oversight Responsibilities:
1. The audit committee will review the riskmanagement progress at least quarterly.
2. The senior management committee will review risk management progress at leastquarterly.
3. The senior management team will oversee the implementation of the risk management
strategy and meet on a monthly basis.
4.2 Reporting Responsibilities:
The senior management team will submit risk management reports to the audit &risk committee on
a quarterlybasis.
These reports must focus on the following:
 The strategic risks;
 Progress with implementing corrective measures per risk identified;
 Any new and emerging risks, riskdevelopments, including incidents.
4.3 Risk Assessment Responsibilities:
1. The municipal manager will ensure that a complete review ofthe risks of the municipality is
performed annually.
2. Senior managers willreview the risk registers and update theregisters’ contents to reflect any
changeswithout the need to formally reassessment ofthe risks.
4.4 Risk Mitigation Responsibilities:
1. The audit committee will receive andconsider management’s report concerning
theeffectiveness of internal controls on a quarterlybasis
2. The accounting officer will consider senior managers’ reports regarding theperformance of
internal controls for those risksin the risk register which they are responsiblefor.
3. The risk register will contain action plans forimproving risk controls and risk
interventions.Progress in implementing these actions should be monitored by the senior
management team.
4.5 Governance Responsibilities:
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Each risk will have a nominated owner, who willbe responsible for the following:
Updating the risk information;
Providing assurance regarding the riskcontrols;
Coordinate the implementation of actionplans for managing the risk;
Reporting on any developments regardingthe risk.
Internal audit will use the outputs of riskassessments to compile the internal audit plan,and
will investigate the effectiveness of riskmitigating controls.
3. The audit committee will facilitate areview of the effectiveness of the entity’s
riskmanagement processes.
4. The accounting officer must ensure that a business continuity plan will be
developed,implemented and tested annually to ensurecontinuous maintenance.
5. The fraud prevention and anti-corruption planshould be implemented and monitored.
Monthlyincidents should be reported to the accounting officer.
Section 5: Risk Management Framework Guidelines
The risk management framework ensures that key risks are identified, measured andmanaged.
The framework provides management with proven risk management tools that supporttheir
decision-making responsibilities and processes, while managing risks which impact on
theattainment of the municipality’s objectives.
The municipality has determined that risk management is everyone’s responsibility and that it must
beembedded into the everyday activities of the organisation. This implies that riskmanagement must
be part of every decision that is made, every objective that is set and everyprocess that is designed.
Risk management responsibilities for key risk management roleplayers are detailed below.
5.1 Roles, responsibilities and governance
 All employees the Council of Ventersdorp Municipality have some responsibility for risk
management.
 The accounting officer ultimately responsible for risk management and should assume
overallownership.
 The other managers support the risk management philosophy, promote compliance with the
riskappetite and manage risks within their areas of responsibility consistent with risk
tolerances.
 Other personnel are responsible for executing risk management in accordance
withestablished directives and protocols.
 The audit and risk committee provides important risk management oversight.
 A number of external stakeholders often provide information useful in effecting risk
management, but they are not responsible for the effectiveness of the municipality’s risk
management.
5.2 Audit Committee Responsibilities
The audit committee is responsible for the oversight of:
 The total process of risk management, which includes a related system of internal control;
 For forming its own opinion on the effectiveness of the process;
 Providing monitoring, guidance and direction in respect of risk management;
 Ascertaining the status of risk management within the municipality and providing oversight
withregards to risk management.
 Identifying and fully appreciating the risk issues and key risk indicators affecting the ability of
the municipality to achieve its objectives;
 Ensuring that appropriate systems are implemented to manage the identified risks, by
measuringthe risks in terms of impact and probability, together with proactively managing the
mitigatingactions to ensure that municipality’s assets and reputation are protected;
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Ensuring that the municipality’s risk management mechanisms provide it with an assessment
ofthe most significant risks relative to strategy and objectives;
Considering input from the internal auditors, external auditors and subject matter specialists
risk management
Utilising resources as needed to conduct special investigations and having open and
unrestrictedcommunication with management, internal audit and the external auditors;
Disclosures in the annual report regarding risk management;
Each member of the audit committee must understand his/her accountability for
riskmanagement within the municipality. Although the audit committee may choose to
nominate onemember of the committee as the coordinator of risk management reporting
requirements, itis clear that all members have accountability for risk management in the
municipality.

5.3 Providing stakeholder assurance
In providing stakeholders with assurance that key risks are properly identified, assessed,
mitigatedand monitored the audit committee must:
 Receive credible and accurate information regarding the risk management processes within
the municipality in order to give the necessary assurance to stakeholders. The reports must
provide an evaluationof the performance of risk management and internal control;
 Ensure that the various processes of risk management cover the entire spectrum ofrisks
faced by the municipality. The assurance process includes statements regarding the
appropriateness of the municipality’s risk/ reward trade-off;
 Provide stakeholders with the assurance that management has a pro-active approach to
risk. It isvital that the management of risk is undertaken in a formalised manner.
5.4 Maintenance of the risk management policy
It is appreciated that stakeholders need to understand the audit committee’ standpoint on risk.
The audit committee will therefore maintain the municipality’s formal risk management policy,
whichdecrees the municipality’s approach to risk and underpins the development of the
municipality’s management of risks processes
The policy can be used as a reference point in matters of dispute anduncertainty.
5.5 Assessing reasonableness of risk tolerance levels
The Audit Committee will assess the reasonableness of the municipality’s levels of risk tolerance set
bymanagement. Risk tolerance limits are vital, because they determine and influence the
decisionmaking processes.
Tolerance levels are set in relation to stakeholder expectations. Limits may beexpressed in a
number of ways according to the category of risk concerned. The establishment of risktolerance
limits shapesthe exception reporting processes. Risk tolerance limits will be determined
inaccordance with the risk-taking propensity of the municipality and the organisational culture of risk
acceptability.
The outcomes of risk assessment processes will assist the audit committee in assessing
thereasonableness of the risk tolerance limits.

5.6 Evaluating the effectiveness of the risk management process
The audit committee will facilitate the evaluation of the effectiveness of the municipality’s risk
management processes on an annual basis.It is recognised that risk management has evolved into
a complex management disciplinein its own right.
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The Audit Committee’s evaluation of risk management, therefore, will besupplemented by an
independent review to be performed by National Treasury or other suchnominated assurance
provider. The annual review will be undertaken by qualified persons, with theability to review all
aspects of risk management.
Management must ensure that sufficient independence is maintained in conducting the annual
review.Criteria for the evaluation must be established. Assurance of the processes surrounding key
risksmust be given.
5.7 Confirming that the risk management process is accurately aligned to thestrategy and
business objectives of the municipality
The audit committee will ensure that the risk management processes address riskin a balanced
way, giving due attention to all types of risk. The Audit Committee will evaluatewhether appropriate
resources are being applied to the management of the various categories of risk.
The audit committee will evaluate whether risk management processes are aligned to thestrategic
and business objectives of the municipality. A balanced perspective of risk and risk management
isrequired in proportion to the weighting of potential risk impact across the municipality.
The audit committee must ensure that a future-looking orientation is included in the consideration of
risk.
5.8 The Municipal Manager (MM)
The MM’s responsibilities include ensuring that all components of riskmanagement are inplace. The
MM fulfils this duty by:
 Providing leadership and direction to management and staff. The MM shapes the
values,principles and major operating policies that form the foundation of the municipality’s
risk management. The Council, MM, and senior management set strategic objectivesand
strategy. They also set broad-based policies and develop the municipality’s risk
management philosophy, risk appetite and culture. They take actions concerning the
municipality’s organisational structure,content and communication of key policies and the
type of planning and reporting systems that the municipality will use.
 Meeting periodically with senior management review their responsibilities, including how they
manage risk in their respective departments. The MMmust gain knowledge of risks inherent
to the municipal operations, risk responses and controlimprovements required and the status
of efforts underway. To discharge this responsibility, theMM must clearly define the
information he needs.
 The MM is required to assess the municipality’s risk management capabilities, as he has
ultimateownership and responsibility for risk management. One of the most important
aspects ofthis responsibility is ensuring the presence of a positive internal environment.
More than any other official or function, the MM sets the tone at the top that influences
internal environmental factors and other components of risk management.
 The MM has been appointed to provide direction, guidance, support and to monitor senior
management in effecting risk management.
5.9 The Senior Management Team
The senior management team will fulfil the role of the risk management committee. The risk
management committee is accountable to the audit committee for designing, implementing and
monitoring the process of risk management andintegrating it into the day-to-day activities of the
municipality.
More specifically management is responsible for:
 Designing a risk management programme in conjunction with the Risk Officer;
 Deciding on the manner in which risk mitigation will be embedded into management
processes;
9
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Creating a culture of risk management within the municipality ;
Updating risk registers and providing risk management reports to the risk officer pertaining to
riskand control;
Identifying positive aspects of risk that could evolve into potential opportunities for the
municipality by viewingrisk as an opportunity, by applying the risk/ reward principle in all
decisions impacting on the municipality;
Taking responsibility for appropriate mitigation action and determining action dates;
Utilising available resources to compile, develop and implement plans, procedures and
controlswithin the framework of the risk management policy to effectively manage the risks
within the municipality;
Ensuring that adequate and cost effective risk management structures are in place;
Identifying, evaluating and measuring risks and where possible quantifying and linking
eachidentified risk to key risk indicators;
Developing and implementing risk management plans including:actions to optimise risk/
reward profile, maximise reward with risk contained within theapproved risk appetite and
tolerance limits;implementation of cost effective preventative and contingent control
measures; andimplementation of procedures to ensure adherence to legal and regulatory
requirements.
Monitoring of the risk management processes on both a detailed and overall basis
byevaluating changes, or potential changes to risk profiles;
Implementing and maintaining adequate internal controls and monitoring the
continuedeffectiveness thereof;
Implementing those measures as recommended by the internal and external auditors, which,
intheir opinion, will enhance control at a reasonable cost;
Reporting to the Audit Committee on the risk process and resultant risk/ reward profiles;
Defining roles, responsibilities and accountabilities at senior management level and
Providing policies, frameworks, methodologies and tools to the business units and key
functionalareas for identification, assessment and management of risks.

5.10 The Risk Officer
The Risk Officer is responsible for:
 Deciding on a methodology and framework for risk management;
 Undertaking a gap analysis of the municipality’s risk management process at
regularintervals;
 Performing reviews of the risk management process to improve the existing process;
 Facilitating risk assessments;
 Developing systems to facilitate risk monitoring and risk improvement;
 Ensuring that all risk categories are included in the risk assessment;
 Ensuring that key risk indicators are included in the risk register;
 Aligning the risk identification process with the municipality’s business objectives;
 Obtaining agreement on a system of risk quantification;
 Identifying relevant legal and regulatory compliance requirements;
 Compiling a consolidated risk register on an annual basis;
 Costing and quantifying actual non-compliance incidences and losses incurred and
formallyreporting thereon;
 Formally reviewing the occupational health, safety and environmental policies and practices;
 Creating mechanisms for identifying modes of change;
 Consolidating all information pertaining to all risk related functions, processes and activities;
 Transferring the knowledge in respect of an effective and sustainable process of risk
identification,quantification and monitoring to management;
 Recording the decisions regarding mitigation for every key risk facing the municipality in the
risk register;
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Deciding upon central solutions for common risks and for risks where central facilities
areavailable;
Liaising closely with internal audit to devise a risk auditing programme, based on the
informationreflected in the risk registers;
Benchmarking the performance of the risk management process to the risk
managementprocesses adopted by other government entities within South Africa;
Implementing a formalised risk information system;
Ensuring that risk management training is conducted at appropriate levels within the
municipality toinculcate a risk management culture;
Assisting in compiling risk registers for all functional areas at strategic, operational and
projectlevels;
Communicating the risk framework and methodology to all management levels and to
employees;
Ensuring that the necessary risk management documentation is developed in respect of the
riskmanagement process;
Enabling the audit committee to fulfil its responsibilities with regards to risk management;
Communicating and managing the establishment and on-going maintenance of
riskmanagement pursuant to the municipality’s risk management vision;
Ensuring proper risk management ownership by responsible managers;
Validating that risk management is functioning in all functional areas and that allsignificant
risks are being recognised and effectively managed on a timely manner;
Communicating with the audit committee regarding the status of riskmanagement;
Developing integrated procedures to report major risks;
Developing a standardised risk information model and automated process and ensuring it
isusable across the municipality;
Maintaining a cost-benefit focus on risk management;
Working with management to ensure business plans and budgets include risk identification
andmanagement.

5.11 Internal Audit
The role of internal audit in corporate governance is defined by the South African Institute of
Chartered Accountants as follows: “To support the Board and Management in identifying and
managing risks and thereby enabling them to manage the organisation effectively”. This is achieved
by:
 Enhancing their understanding of risk management and the underlying concepts;
 Assisting them to implement an effective risk management process, and
 Providing objective feedback on the quality of organisational controls and performance.”
Internal Audit is responsible for:
 Providing assurance that management processes are adequate to identify and monitor
significantrisks;
 Using the outputs of risk assessments to direct internal audit plans;
 Providing on-going evaluation of the risk management processes;
 Providing objective confirmations that the municipal manager and audit and risk committee
receive the rightquality of assurance and reliable information from management regarding
risk;
 Providing assurance regarding risk management processes from both a design
andfunctional perspective;
 providing assurance regarding the effectiveness and efficiency of risk responses and
relatedcontrol activities; and
 Further providing assurance as to the completeness and accuracy of risk
managementreporting.
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5.12 Risk Appetite
Risk appetite is defined as the extent of willingness to take risks in the pursuit of the
businessobjectives.
The municipality may consider risk appetite qualitatively, with such categories as high, moderate or
low, or theymay take a quantitative approach, reflecting and balancing goals for capital expenditure,
budgets andrisk.
The municipality’s risk appetite guides resource allocation. Management allocates resources across
departmentsand functional areas within departments with consideration to the municipality’s risk
appetite and individualstrategy for ensuring that expenditure remains within the budget of the
municipality and that the objectives aremet. Management considers its risk appetite as it aligns its
resources and designs infrastructurenecessary to effectively respond to and monitor risks.
Risk appetite:
 Enables an improved consistency of decision making at all levels through improving
riskunderstanding;
 Provides a framework for knowingly taking risk within defined boundaries;
 Improves the ability of the audit committee to challenge recommendations of managementby
providing a benchmark of what level of risk is defined as acceptable; and
 Derives real value from the assessment of risk over and above compliance purposes.
 The risk appetite decided upon should be formally considered as part of the setting of
businessstrategy, with capital expenditure and other strategic decisions reviewed against it
as they arise.
 As risk appetite is unlikely to be reduced to a single measurement, the municipality needs to
decide on the keymeasurements of risk that are best aligned to its business objectives and
in most cases risk appetitewill be defined by a mixture of quantitative and qualitative
elements.
The key determinants of risk appetite are as follows:
 Expected performance;
 The resources needed to support risk taking;
 The culture of the municipality;
 Management experience along with risk and control management skills;
 Longer term strategic priorities;
The formulation of the risk appetite is typically closely aligned to the strategic planning process and
isalso inclusive of budgeting, and as such is something that should be reviewed by
managementannually.
The audit committee reviews the integrated development plan of the municipality and approves the
operatingobjectives as being achievable, within the context of the level of risk acceptable to the
municipality as part of theannual strategy approval process. The municipality’s risk appetite then
represents the amount of risk the municipality is willing to accept as it seeks to achieve its business
objectives.

Risk appetite is communicated through the strategic and implementation plans at both
organisationaland operational levels. The audit committee and management will monitor the risk
appetite relative to the municipality’s actual results and communicate any actions required as a
result.
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The municipality reflects its risk appetite at an operational level through its delegations of authority
tomanagement. These delegated limits are made in respect of both financial and non-financial
matters,which are then further delegated within each department and functional area.
The following risk appetite diagnostics may be considered:
 Cash flow;
 Development events;
 Clarity of strategy;
 Risk-taking propensity of management;
 Resources at risk;
 Exposure to market forces;
 Investment in information technology;
 Stagnation corrections/interventions;
 Customer orientation of service design; and
 Internal and external rate of change.
Section 6: Components of the risk management process
A holistic approach to risk management is required. This entails a coordinated approach in which all
risks are considered for the entire organisation and its departments. Thisapproach includes all role
players, policies, protocols, methodologies, reporting requirements anddeliverables interacting
within the risk management processes.
The implementation of risk management is guided by the methodology outlined in thisdocument.
The methodology is aligned to the COSO best practice as well as the National Treasury
Risk Management Framework. The methodology allows for a consistent approach to be
appliedthroughout the municipality and facilitates the interaction, on risk management matters.
6.1 Control Environment
The municipality’s control environment is the foundation of risk management, providing discipline
and structure.The control environment influences how strategy and objectives are established, the
municipality’s activities arestructured, and risks are identified, assessed and acted upon. It
influences the design and functioningof control activities, information and communication systems,
and monitoring activities.
The control environment comprises many elements, including the municipality’s ethical values,
competence anddevelopment of personnel, management’s operating style and how it assigns
authority andresponsibility.
The Council is a critical part of the control environment and significantly influences othercontrol
environment elements. As part of the control environment, management establishes a
riskmanagement philosophy, establishes the municipality’s risk tolerance levels, inculcates a risk
culture andintegrates risk management with related initiatives.
The control environment consists of ten different layers that should all be present and functioning.
Theten layers are as follows:

Risk Management Philosophy
The risk management philosophy encompasses the tone set by the municipality with respect to its
riskappetite or risk tolerance, thereby implementing the basis for how risk is viewed and addressed.
The overall risk philosophy of the municipality is to identify, assess and manage its business risks
so as topreserve its strategic objectives. Given the return and growth objectives of the municipality
13
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and the size of itsoperations, it is usually not possible to totally avoid all forms of risk. Therefore, the
municipality will accept,reduce or share risk provided that the residual exposure accepted is within
the risk appetite ortolerance of the municipality as this appetite manifests itself from time to time.
The overall aim is for risk management to become embedded into all the criticalsystems and
processes of the municipality and to form an integral part of good management practices.
Assurance processes focus on improving the municipality’s ability to manage risk effectively, in
order to respond confidently and in a timely manner to opportunities, creating stakeholder value.
 Risk tolerance
 Risk culture
 Council
 Integrity and values
 Commitment to competence
 Management’s philosophy and operating Style
 Organisational structure
 Authority and responsibility
 HR policies and procedures
The existing controls in place for identified risks must be documented. The term “control” should
notbe construed only as a financial term. It is now the commonly accepted term to describe
anymitigating measure for any particular type of risk. Controls may take the form of financial
mitigationssuch as insurance or securities. They may be managerial in nature such as
complianceprocedures, policies and levels of authority. Controls may be strategic in nature such
asdiversificationand investment related. Controls may be legal such as contracts and indemnities.
6.2 Objective Setting
Objectives must exist before management can identify events potentially affecting their
achievement.Risk management ensures that management has a process in place to both set
objectives and alignthe objectives with the mission and vision and is consistent with the
municipality’s risk tolerance.
The settingof these objectives is usually completed during the, “Strategic planning and Budgetary
process.” The municipality’s objectives can be viewed in the context of five categories:
6.2.1 Strategic
Relating to strategic goals, aligned with and supporting the municipality’s mission and vision;
6.2.2 Operations
The effectiveness and efficiency of the municipality's operations, including performance
andservicedelivery objectives. They vary based on management's choices about structure and
performance;
6.2.3 Reporting
The effectiveness of the municipality’s reporting. They include internal and externalreporting and
may involve financial or non-financial information;

6.2.4 Compliance
The municipality's compliance with applicable laws and regulations;
6.2.5 Safeguarding of assets
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Prevention of loss of the municipality’s assets or resources, whetherthrough theft, waste
orinefficiency.Where the safeguarding concept applies to the prevention ortimely detection of
unauthorised acquisition, use, or disposition of the municipality’s assets.
This categorisation of the municipality’s objectives allows management and the council to focus
onseparate aspects of risk management, although overlapping of the objectives when processes
aremanaged is almost always applicable. Having confirmed and clearly documented the
municipality objectives, it isnecessary to identify all the potential risks and threats relating to
processes, assets and strategy.
These are the possible problems and situations that may hinder the achievement of the objectives
ofthe operations.
6.3 Risk Identification
During the phase of risk identification, management considers external and internal, as well
asfinancial and non-financial factors that influence the entity’s policy and management agenda.
Identifying major trends and their variation over time is particularly relevant in providing
earlywarnings.
Some external factors to be considered for potential risks include:
 Political: the influence of international governments and other governing bodies;
 Economic: international, national markets and globalisations;
 Social: major demographic and social trends, level of citizen engagement; and
 Technological.
Internal factors reflect management’s choices and include such matters as:
 The overall management framework;
 Governance and accountability frameworks;
 Level of transparency required;
 Values and ethics;
 Infrastructure;
 Policies, procedures and processes;
 Human resource capacity; and
 Technology.
An entity’s risk identification methodology may comprise a combination of techniques together
withsupporting tools. Risk identification techniques look to both the past and the future. Techniques
thatfocus on past events and trends consider such matters as payment default histories,
overspendingpatterns, fraud and corruption and historic poor service delivery. Techniques that
focus on futureexposures consider such matters as shifting demographics, new laws and
regulations.
It may be useful to group potential events into categories. By aggregating events horizontally
acrossan entity and vertically within operating units, management develops an understanding of
theinterrelationships between events, gaining enhanced information as a basis for risk assessment.
Events potentially either have a negative impact, a positive impact or both. Events that have
apotentially negative impact represent risks, which require management’s assessment and
response.

Accordingly, risk is defined as the possibility that an event will occur and adversely affect
theachievement of objectives.Events with a potentially positive impact represent opportunities or
offset the negative impact of risks.Those representing opportunities are channelled back
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tomanagement’s strategy or objective-settingprocesses, so that actions can be formulated to seize
the opportunities, whereas events potentiallyoffsetting the negative impact of risks are considered in
management’s risk assessment andresponse.
6.3.1 Possible methods of identifying risks:
 Interview/focus group discussion;
 Audits or physical inspections;
 Brainstorming;
 Survey, questionnaires;
 Examination of local and/or overseas experience;
 Networking with peers, industry groups and professional associations;
 Judgmental – speculative, conjectural, intuitive;
 history, failure analysis;
 Examination of past and other public entity experiences;
 Incident, accident and injury investigation;
 Database of risk events which have occurred;
 Scenario analysis;
 Decision trees;
 Strengths, weaknesses, opportunities, threats (SWOT) analysis;
 Flow charting, system design review, systems;
 Work breakdown structure analysis; and
 Operational modelling.
6.3.2 Possible Sources of Risk
 New activities and services;
 Outsourcing to external service providers;
 Commercial/legal changes;
 Changes in the economic conditions;
 Socio-political changes, like elections;
 Political interventions;
 National and international events;
 Personnel/human behaviour;
 Behaviour of contractors/private suppliers;
 Financial/market conditions;
 Management activities and controls;
 Misinformation;
 Technology/technical changes, i.e. new hardware and software implementations;
 Operational (the activity itself) changes;
 Service delivery interruption;
 Occupational health and safety;
 Property/assets;
 Security (including theft/fraud/impersonation);
 Natural events;
 Public/professional/product liability

6.3.3 Possible Areas of Risk Impact
A risk assessment should concentrate on all significant possible areas of impact relevant to
theorganisation or activity, and may include:
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Assets and resources, including human, physical, financial, technical and information;
Cost, both direct (including budget impacts) and indirect;
Human resources;
Community groups;
Performance of activities (i.e. how well activity are performed);
Timeliness of activities, including start-time, downstream or follow-up impacts;
Organisational behaviour;
Changes in the municipality’ focus areas;environment; andintangibles.

6.3.4 Key risk categories
Broadly, risks are categorised in the following as follows:
Strategic Issues
These are risks of a strategic nature, which include the following issues:
 Corporate governance
 Business continuity planning
 Service delivery
 Management responsibility
 Streamlined procedures
 Communication / Public Relations / Reputational Management
 Organisational Structure / Change Management
External risks
These risks are caused by external factors. The municipality cannot control these risks butneeds to
evaluate these risks and implement the appropriate actions. The category includes thefollowing
issues:
 External stakeholders
 Financial markets
 Economic environment
Technology risks
Technology risk is the risk of obsolescence of infrastructure, deficiency inintegration,
failures/inadequacies in systems/networks and the loss of accuracy, confidentiality,availability and
integrity of data. It includes the following issues:
 Succession planning of applications
 Disaster recovery
 Systems development and testing
 Software and hardware
 Programme changes
 General access to data and programmes
Financial risk
Financial risk is the risk that the municipality will encounter difficulty in raising funds tomeet
commitments and the inadequate management of the finance function. It includes thefollowing
actions:
 Budget and forecasting
 Fixed asset control
 Internal control
 Financial reporting and misappropriation of assets and funds
Human Resources
Human resource risk is the risk of actions to/by employees. It includes thefollowing actions:
 Recruitment
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Remuneration
Training, skills and career planning
Performance appraisal
Succession planning
Equity
Acting in a way not appropriate for professionals
Transgression of staff rules

Legal risk
Legal risk is the risk that the municipality will be exposed to contractual obligations whichhave not
been provided for or the inability to effect the required legal finding and action to protectthe financial
market. It includes the following actions:
 contracts
 Regulatory / Statutory Compliance
 Litigation
 Enforcement
 External role players
 Documentation availability and completeness
Operational risk
Operational risk is the risk that there is a loss as a result offailures/inadequacies in e.g., procedures,
office space, personnel, electricity supply, and businessrelations. This includes losses as a result of
errors, omissions and delay. The risk can be due tothe following actions:
 Service delivery
 Business processes
 Regulatory trends
 Procurement / Budgeting / Funding / Project Management
 Fraud
 Methods and techniques, Standards and Education
6.3.5 Key questions that can be used to identify and control risks
 What, when, where, why and how risks are likely to occur, and who might be involved?
 What is the source of each risk?
 What are the consequences of each risk?
 What controls presently exist to mitigate each risk?
 To what extent are controls effective?
 What alternative, appropriate controls are available?
 What are the municipality’s obligations – external and internal?
 What is the need for research into specific risks?
 What is the scope of this research, and what resources are required?
 What is the reliability of the information?
 Is there scope for bench-marking with peer organizations?

6.3.6 Identifying the potential root causes of risk events (“contributory factors”)
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Exposures reflect the potential for risks materialising. Perils or triggers cause actual events.
Suchtriggers of events must be identified and documented. The purpose of identifying potential root
causesis to give direction to risk intervention measures.
Contributory factors are the components of operational risk. Contributory factors are factors
thatcontribute or increase the likelihood that risks could occur. In other words risks are the
potentialnegative consequence of a contributory factor.
Contributory factors can be divided into seven major categories being:
1. People
2. Equipment
3. Business processes
4. ICT and other systems
5. Materials
6. Financial management
7. Internal and external Environment
Contributory factors have a many-to-one relationship with risk. Often more than one contributory
factorcould contribute to the same risk. Contributory factors also have a one-to-many relationship to
riskmeaning that one contributory factor could contribute to or increase the likelihood of more than
onerisk.
To identify contributory factors once the risk is identified, one has to ask the question "The risk is
dueto..? Or why would the risk occur?
6.4 Risk Assessment
Risk assessment allows an entity to consider how potential events might affect the achievement
ofobjectives. Management assesses risk events by analysing their impact and likelihood using
thescales below.
6.4.1 Impact Parameters
Severity
Ranking
Continuity of Service
Delivery
Safety & Environmental Technical Complexity Financial
Critical
Risk event will result inwidespread and lengthyreduction in continuity ofservice delivery tocustomers
for a periodgreater than 48 hoursMajor environmental damage.
 Serious injury (permanentdisability) or death ofpersonnel or members of thepublic.
 Major negative mediacoverage.
 Use of unproven technologyfor critical systems / projectcomponents.
 High level of technicalinterdependencies betweensystem components.
 Can lead totermination ofBusinessactivity
Major
 Reduction in servicedelivery or disruption for aperiod ranging between 24& 48 hours over
asignificant area
 Significant injury of personnelor public.
 Significant environmentaldamage.
 Significant negative mediacoverage.
 Use of new technology notpreviously utilised by theorganisation for criticalsystems /
projectcomponents.
 Cost increasesmaller than10%
Moderate
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Reduction in servicedelivery or disruption for aperiod between 8 & 24hours over a
significantarea
Lower level of environmental,safety or health impacts.
Negative media coverage
Use of unproven oremerging technology forcritical systems / projectcomponents.
Cost increase equal or smaller than 5%

Brief local inconvenience(work around possible).
Loss of an asset with minorimpact on operations
Little environmental, safety orhealth impacts.
Limited negative mediacoverage.
Use of unproven oremerging technology forsystems / projectcomponents.
Cost increase smaller than 1%

Insignificant
 No or minimal impact onbusiness or core systems
 No environmental, safety orhealth impacts and/ornegative media coverage
 Use of unproven oremerging technology fornon-critical systems /project components
 Minimal or noimpact on cost
6.4.2 Likelihood Parameters, ProbabilityFactor, Measurement Criteria Qualification Criteria
Rating
Common (Level 5)
The risk is already occurring, or has ahigh likelihood of occurring more thanonce during the next 12
months. The risk is almost certain to occur in thecurrent circumstances
Likely (Level 4)
The risk will easily occur, and is likely tooccur at least once during the next 12months. More than an
even chance of occurring
Moderate (Level 3)
There is an above average chance ofthe risk occurring more than onceduring the next 3 years.
Could occur often
Unlikely (Level 2)
The risk has a low likelihood ofoccurring during the next 3 yearsLow likelihood, but could happen
Rare (Level 1)
The risk is unlikely to occur during thenext 3 years. Not expected to happen - event would be
asurprise
Inherent risk rating = impact X likelihood
Residual Risk
Residual risk is determined by taking into account the adequacy of the risk mitigating controls
inplace.

6.4.3 Control adequacy scales
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Over-controlled (90%)
The risk is adequately controlled and managed, but in some regards over-controlled.
Adequate (80%)
The majority of risk exposure is adequately controlled and managed.
Partially adequate (50%)
Some of the risk exposure appears to be adequately controlled, but there are majordeficiencies.
Inadequate (20%)
Control measures are mostly inadequate.
Residual risk = Inherent risk – control adequacy
Likelihood
In order to assist in determining risk acceptability, the following thresholds will be used as
guidelines;
Thresholds
Where the result is:
6.4.4 Actions to address risk levels
High Risk
Management should take immediateaction to reduce risk exposure to anacceptable level.Immediate
action required
Moderate risk
Management should constantlymonitor the risk exposure and relatedcontrol adequacy.
Medium term action – withinthree months
Low Risk
Management should monitor risks andmay consider reducing the cost ofcontrol.
Monitor – no immediateaction required
Likelihood represents the possibility that a given event will occur, while impact represents its
effectshould it occur. Estimates of risk likelihood and impact often are determined using data from
pastobservable events, which may provide a more objective basis than entirely subjective
estimates.
Internally generated data based on an entity’s own experience may reflect less subjective
personalbias and provide better results than data from external sources. However, even where
internallygenerated data are a primary input, external data can be useful as a checkpoint or to
enhance theanalysis. Users must be cautious when using past events to make predictions about the
future, asfactors influencing events may change over time.
An entity’s risk assessment methodology normally comprises a combination of qualitative
andquantitative techniques. Management often uses qualitative assessment techniques where risks
donot lend themselves to quantification or when sufficient credible data required for
quantitativeassessments either are not practicably available or obtaining or analysing data are not
cost- effective.
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Quantitative techniques typically bring more precision and are used in more complex
andsophisticated activities to supplement qualitative techniques. The quantification of likelihood
andimpact is normally displayed in a heat map, by performing the four steps explained as part of
thecontrol environment.
Management often uses performance measures in determining the extent to which objectives
arebeing achieved. It may be useful to use the same unit of measure when considering the
potentialimpact of a risk to the achievement of a specified objective. Management may assess how
eventscorrelate, where sequences of events combine and interact to create significantly
differentprobabilities or impacts. While the impact of a single event might be slight, a sequence of
eventsmight have more significant impact.
Where potential events are not directly related, management should assess them individually.
Whererisks are likely to occur within multiple departments/ units, management may assess and
groupidentified events into common categories. There is usually a range of possible results
associated witha potential event, and management considers them as a basis for developing a risk
managementstrategy.
Through risk assessment, management considers the positive and negative consequencesof
potential events, individually or by category, across the entity. Risk assessment is applied first
toinherent risk – the risk to the entity in the absence of any action management might take to alter
eitherthe risk’s likelihood or impact. Once risk management strategies have been developed,
managementthen uses risk assessment techniques in determining residual risk – the risk remaining
aftermanagement’s action to alter the risk’s likelihood or impact.
6.5 Risk Response Strategy
Management identifies risk response strategy options hereafter referred to more specifically as
riskresponses, and consider their effect on event likelihood and impact, in relation to risk tolerances,
costsversus benefits, and thereafter design and implement response options.
The consideration of risk responses is integral to risk management and requires that
managementselect a response that is expected to bring risk likelihood and impact within the
municipality’s risk tolerance level.
After the risks have been identified and the contributing factors or root causes have been
established,the control strategy should be identified for the various risk exposures. Risk responses
fall within thecategories of risk avoidance, active management and acceptance. The following
should be used toidentify the control strategies considered by management:
· Transfer through insurance cover;
· Tolerate;
· Treat/ mitigate through rigorous management practices; or
· Terminate the risk by eliminating a process, a product, or a geographical zone.
After the control strategy decision, the current controls to manage the risk in question are identified.
Itis necessary to assess the adequacy of these controls. This is a measure of how well
managementperceives the identified controls to be designed to manage the risks.
Management does this by determining the respective impact of the controls on either the
inherentimpact or likelihood of the specific risk. No specific rating of control adequacy is applied and
thisallows for management to consistently use more simplified rating mechanisms for risk and
controls.
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Management should recognize that some level of residual risk will always exist, not only
becauseresources are limited, but also because of inherent future uncertainty and limitations
inherent in allactivities.
6.6 Information and Communication
Pertinent information – both from internal and external sources, financial or non-financial – must
beidentified, captured and communicated in a form and timeframe that enable personnel to carry
outtheir responsibilities. Effective communication also occurs in a broader sense, flowing down,
acrossand up the organisation, as well as the exchange of relevant information with external parties,
such ascustomers, suppliers, regulators and shareholders.
Information is needed at all levels of an entity to identify, assess and respond to risks, and
tootherwise run the entity and achieve its objectives. An array of information is used, relevant to one
ormore objectives categories. Information comes from many sources – internal and external, and
inquantitative and qualitative forms – and allows risk management responses to changing
conditions inreal time.
The challenge for management is to process and refine large volumes of data into relevant
andactionable information. This challenge is met by establishing an information systems
infrastructure tosource, capture, process, analyse and report relevant information.
These information systems usually computerised but also involving manual inputs or interfacesoften
are viewed in the contextof processing internally generated data relating to transactions.
Information systems have long been designed and used to support organisational strategy. To
supporteffective risk management, an entity captures and uses historical and current data.
Historical dataallow the entity to track actual performance against targets, plans and expectations. It
providesinsights into how the entity performed under varying conditions, allowing management to
identifycorrelations and trends and to forecast future performance. Historical data also can provide
earlywarnings of potential events that warrant management attention.
Present or current state data allow an entity to assess its risks at a specific point in time and
remainwithin established risk tolerances. Current state data allow management to take a real-time
view ofexisting risks inherent in a process, function or unit and to identify variations from
expectations. Thisprovides a view of the municipality’s risk profile, enabling management to alter
activities asnecessary to fit inwith the acceptable level of risk
Information is a basis for communication, which must meet the expectations of groups and
individuals,enabling them to effectively carry out their responsibilities. Among the most critical
communicationschannels is that between top management and the executive authority.
Management must keep the executive authority up-to-date on performance, developments, risks
andthe functioning of risk management, and other relevant events and issues. The more effective
thecommunication, the more successful the executive authority will be in carrying out its
oversightresponsibilities, in acting as a sounding executive authority on critical issues and in
providing advice,counsel and direction.
By the same token, the executive authority should communicate tomanagement what information it
needs and provide feedback and direction.
Management provides specific and directed communication addressing behavioural expectations
andthe responsibilities of personnel. This includes a clear statement of the municipality’s risk
managementphilosophy and approach and delegation of authority.
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Communication about processes andprocedures should align with, and underpin, the desired risk
culture. In addition, communicationshould be appropriately “framed” – the presentation of
information can significantly affect how it isinterpreted and how the associated risks or opportunities
are viewed.
Communication should raise awareness about the importance and relevance of effective
riskmanagement, communicate the municipality’s risk tolerance levels, implement and support a
common risklanguage, and advise personnel of their roles and responsibilities in effecting and
supporting theprocess of risk management.
Communication channels also should ensure personnel cancommunicate risk-based information
across units, processes or functional silos. In most cases, normalreporting lines in an entity are the
appropriate channels of communication. In some circumstances,however, separate lines of
communication are needed to serve as a fail-safe mechanism in casenormal channels are
inoperative. Whatever channels of communication are used, it is imperative thatpersonnel
understand that there will be no reprisals for reporting relevant information.
External communications channels can provide highly significant input on the design or quality
ofproducts or services. Management considers how its risk tolerance aligns with those of its
customers,suppliers and partners, ensuring that it does not inadvertently take on too much risk
through itsdepartment interactions.
6.7 Control Activities
Risk responses serve to focus attention on control activities needed to help ensure that the
riskresponses are carried out properly and in a timely manner. Control activities are part of the
process bywhich an entity strives to achieve its business objectives.
Control activities are the policies and procedures that help ensure risk management strategies
areproperly executed. They occur throughout the entity, at all levels and in all functions. Internal
control
is an integral part of risk management.
Control procedures relate to the actual policies and procedures in addition to the control
environmentthat management has established to achieve the municipality’s objectives. Policies and
procedures help createboundaries and parameters to authority and responsibility, and also provide
some scope oforganisational precedent for action.
6.8 Monitoring
Risk management should be regularly monitored – a process that assesses both the presence
andfunctioning of its components and the quality of their performance over time. Monitoring can be
one
in two ways: through on-going activities or separate evaluations. This will ensure that risk
managementcontinues to be applied at all levels and across the entity.
On-going monitoring is built into the normal, recurring operating activities of an entity, is performed
on areal-time basis and reacts dynamically to changing conditions and is ingrained in the entity. As
aresult, it is more effective than separate evaluations. Since separate evaluations take place after
thefact, problems often will be identified more quickly by on-going monitoring routines.
Many entities withsound on-going monitoring activities nonetheless conduct separate evaluations of
risk management.
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The frequency of separate evaluations is a matter of management's judgment. In making
thatdetermination, consideration is given to the nature and degree of changes, from both internal
andexternal events, and their associated risks, the competence and experience of the
personnelimplementing risk management strategies and related controls and the results of the ongoingmonitoring. Usually, some combination of on-going monitoring and separate evaluations will
ensurethat risk management maintains its effectiveness over time.
The extent of documentation of an entity’s risk management varies with the entity's size,
complexityand similar factors. The fact that elements of risk management are not documented does
not meanthat they are not effective or that they cannot be evaluated. However, an appropriate level
ofdocumentation usually makes monitoring more effective and efficient.
Where management intends tomake a statement to external parties regarding risk management
effectiveness, it should considerdeveloping and retaining documentation to support the statement.
All risk management deficiencies that affect an entity’s ability to develop and implement its
strategyand to achieve its established objectives should be reported to those positioned to take
necessaryaction. The nature of matters to be communicated will vary depending on individuals'
authority to dealwith circumstances that arise and on the oversight activities of superiors. The term
“deficiency” refersto a condition within the risk management process worthy of attention. A
deficiency, therefore, mayrepresent a perceived, potential or real shortcoming, or an opportunity to
strengthen theprocess toincrease the likelihood that the entity’s objectives will be achieved.
Information generated in the courseof operating activities usually is reported through
normalchannels. Alternative communication channels also should exist for reporting sensitive
information such as illegal or improper acts, fraud,corruption and theft.
Providing relevant information on risk management deficiencies to the right party is critical.
Protocolsshould be established to identify what information is needed at a particular level for
effective decisionmaking. Such protocols reflect the general rule that a manager should receive
information that affectsactions or behaviour of personnel under his or her responsibility, as well as
information needed toachieve specific objectives.
6.8.1 Key risk indicators
Key risk indicators are intended to assist management to monitor risks. Key risk indicators have
twofocal points i.e. the inherent risk itself as well as losses, incidents and variances. Each key
riskshouldhave a key risk indicator to serve as a risk warning mechanism.Each business unit is
responsible for defining, monitoring and reporting on key risk indicators for allkey risks identified.
6.8.2 Risk tolerance limits
Risk tolerances are the acceptable levels of variation relative to the achievement of objectives.
Risktolerances can be measured, and often are best measured in the same units as the
relatedobjectives.
Performance measures are aligned to help ensure that actual results will be within the acceptable
risktolerances. In setting risk tolerances, management considers the relative importance of the
relatedobjectives and aligns risk tolerances with risk appetite.
Operating within risk tolerances providesmanagement greater assurance that the entity remains
within its risk appetite and, in turn, provides ahigher degree of comfort that the entity will achieve its
objectives.
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6.8.3 Incident reporting
This is an internal management function and will form part of the risk managementprocess. Incident
reports should incorporate:
 Incidents of non-compliance to approved standards (whether losses were incurred or not);
 Losses arising from particular incidents.
The destination of incident reports will be determined by the nature of the potential or actual loss.
Incidents and losses that originate from risks contained in the key risk registers must always
beelevated to higher levels of management with risk-related variance reports being incorporated
intoroutine management reporting processes.
6.8.4 Performance measurement
Management’s performance with regards to risk management will be measured andmonitored
through the following performance management activities:
 Monitoring of progress made by management with the implementation of the
riskmanagement methodology;
 Monitoring of key risk indicators;
 Monitoring of loss and incident data;
 Management’s progress made with risk mitigation action plans; and
 An annual quality assurance review of risk management performance.
Section 7: Establish an organisational framework of assurance for key risks and controls
A framework of assurance must be developed for the municipality’s risks. Key players in the
organisation willcombine to provide assurance that risks are being appropriately managed. This
combined approachto assurance normally involves management, internal auditors and external
auditors working togetherthrough an integration process coordinated by the audit and risk
committee.
Other experts must bechosen to provide assurance regarding specialised categories of risk, such as
environmentalmanagement and capital market risks. The assurance framework must be formalised
and mustincorporate appropriate reporting processes.
7.1 Internal audit provides assurance on risk management processes
Internal audit must examine the techniques used to identify risk. The categories and the scope of
riskassessments should be considered. The methodologies used to extract risk information must
bereviewed.
Monitoring processes should be wholly aligned with the results of risk assessments. Theinternal
audit function should particularly seek evidence that the processes of risk identification aredynamic
and continuous, rather than attempt to comply with governance expectations. Theeffectiveness of
risk management processes should be subjected to an audit on an annualbasis.
7.2 The outputs of risk assessments are used to direct internal audit plans
Internal audit plans depend greatly on the outputs of risk assessments. Risks identified during
riskassessments must be incorporated into internal audit plans, in addition to management and
audit and risk committee priorities. The risk assessment process is useful for internal audit staff
because itprovides the necessary priorities regarding risk as opposed to using standardised audit
sheets. Theaudit activities will focus on adherence to controls for the key risks that have been
identified. Inaddition, internal audit staff may direct management towards the need for better
controls around keyrisks.
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7.3 Internal audit provides assurance on quality and reliability of risk information
The internal audit function plays a key role in co-ordinating the key players in the risk
managementprocess to provide assurance to stakeholders. Internal audit is not normally the only
provider ofassurance. The function does, however, have an important role in evaluating the
effectiveness ofcontrol systems. The process of assurance must also involve management, the
external auditors,regulators and subject specialists.
7.4 Safety, health and environment
A formal safety management programme is essential for municipality’s business. The risks will
varyaccording to the entity, but the principles of risk management will always apply, i.e. risk
identification, and risk assessment, formal action plans for mitigation, monitoring, reporting and
assurance. The scope of the municipality’s safety management programme should include
administrative aspects, safety awareness andtraining, health, hygiene, electrical safety, physical
safety, micro-environmental exposures andlegislative requirements.
7.5 Business Continuity Management
It is expected that the municipality will have a business continuity management plan in place, which
will berevised and tested annually. The results of such testing and simulations should be reported to
the audit committee.
7.6 Fraud Prevention and Anti-corruption Plan
The municipality is responsible for developing and implementing its own fraud prevention and anticorruption plan. Confidential reporting of potential breaches and actual investigations should be
reported to the municipal manager and the audit and risk management committee.
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